EXHIBIT

Laptop and Hard Drive Timeline
10/22/2020 ~ 1000am

1. 3 laptops to the shop

2. Financial records show Sportsman was around Wilmington DE shop at a
cigar shop on the same day .

3. Other intelligence shows Sportsman was in the area '

4. computer shop calls Sportsman to tell him to bring in an external hard
drive to putrecovered data on to. Sportsman returned to the shop with
the external hard drive

a. Phone records show shop called Sportsman and sportsman called
the shop around this time

5. During data recovery effort (could not fix the computer SO was Just
recovering any data he could recover)

6. Atthis point there was the laptop, external hard drive, and a hard drive at
the computer shop (3 devices)-computer shop always kept a copy of the
customers data for a period of time hefore purging the data off his system

- 7. Oclober 16, 2019 — Richard Steven McKissack reperted to the FBI office
in Albequerque “his son is in possession of a sportsman computer that
had not been retrieved and was not paid for...said it contains evidence of
white collar crime...he did not view this data personally”

8. FBl Albuquerque generated a lead that went to Baltimore FBI.

9. FBI Baltimore received the lead on 10/17/2019.

10. Discussions began on what to do with the computer.

11.Reached out to Richard on 11/3/2019 and got John Paul's contact
information

12.11/6/2019 — Josh Wilson called John Paul

a. Provided device humber and FBI determined that device was
registered to Sportsman via apple ID account/iCloud account
b. Verification of device -

13.11/7/2019 - FBl interviewed John Paul at his residence near Trolly Square
right around the corner form the shop on Delaware Ave.

14.FBl produced a 302 and Dillon looked at the 302 to determine if there was
any privileged information — produced because John Paul was providing
statements about what he saw on the laptop

a. Determined no taint items in 302 - but not being shared with
prosecution team

15.11/21/2019 - telephonic interview to clarify the steps taken to notify
sportsman of completion of service request, request of payment and pick
up of the item.

16.12/9/2019

a. Took property of laptop, external hard drive and copy of receipt

: signed by sportmans
b. provided copy of q and fbi receipt of property
17.SA egan drafting search warrant affidavit for the computer on

12/3/2019




18.12/13/2019 - obtained T26 SW signed by SA [Jiffor 1aptop and
external hard drive — presented a filter protocol to the magistrate with the
SwW ,

19.12/12/2019 — OEO approval came concerning the search warrant for the
laptop and hard drive

20.FB! determined in order to do a full forensic review a replacement laptop
had to be purchased so the hard drive couid be installed, booted and
imaged.

21.Eric Overly, CART agent, |maged the external hard drive in Delaware.

22.12/19/2019 — Image of hard drive is provided to RCFL. Went to
Philadelphia so it stayed in Delaware district.

23.1/6/2020 ~ forensic computer people at FBI started analysis

24, After forensics there were some initial emails about what computer analyst
was seeing — many pictures with many body parts, file names, and things
similar to this ‘

25.8A never saw a forensic report of actual hard drive or laptop — they
had to actually go to the device — no cellabright report of hard drive
showing the analysis in pdf format.

26.1/15/2020 —~ Josh sent an email that some information was put on a

~ shared drive with various file extensions

27.L.TFC — various emails around 1/23/2020 talking about data i imaging, etc.

28.1/27/2020 - DE1 and DE2 -exported file extensions - were first pieces of
evidence that were provided by computer foresnics that included some
files sorted by extension — was provided on a USB drive

29.8A_asked if all information on the hard drive had been
reviewed...the answer is that they did not look at all of that...SA
questions if Dillon reviewed all iMessage’s that were relevant and no
privileged. They would find the answer.,

30.2/27/2020 — DE3 with all messages from the hard drive were provuded by
computer forensics — via USB Drive

31.2/10/2020 — Filter review completed —relevancy review began for the hard
drive :

32.227 Productions

a. DE3 - USB containing exported messages (ipad and macbook
messages) No iphone messages

33.3/31/2020 — email about quality and completeness of imaged/recovered
information from the hard drive. (SAﬂaid he had no seen it.
USAO said that he would not have seen it because for a variety of
reasons they thought they needed to keep it from the agents — they were
going to give a redacted version at some point in time to the agents —
Stephania takes what comes form Dilfon ...)

Laptop - iphone messages were on the hard drive but encrypted they didr't get
those messages until they looked at laptop and found a business card with the
password on it so they were able to get into the iphone messages




34.-and _ is related to the ipad backup
35.3/6/2020 - FBI received the image of the laptop
'36.3/10/2020 — went to RCFL in philly to facilitate the forensic exam

37.4/7/2020 — First evidence produced DE4 from laptop — less than what was

provide in DE1,2,3
a. Because de-duped
b. Josh Wilson accepted this personally
38.4/10/2020 - thumb drive to LTFC
39.4/17/2020 - Uploaded documents to USAFx but got an error — talked
about all the various types of files that were provided; voicemials,
messages, videos, efc.
40.4/20/2020 - Dillon sent to AUSA’s only
a. Zip files with Pdf and html version of cell phone reports via usafx\
“b. Redacted cellabright file but 5gb sc can upload separately if you
want—gcontain wise it is identical to other productions
c. SA does not believe he ever received that cellabright file —
Lesley said, “OK."
41.5/11/2020 - The cellabright file was sent on thumb drive and uploaded at

some point—timing is not exact

42. SAﬁ- For items not seen by agents shouldn't they see everything

because if they have to testify to it they need to seeiit
a. Lesley response is that this is a historical review and we can
discuss that later ‘

43, Someone asked if we could tell if files had been added by the computer
shop o ‘

a. The computer guy said they could do a csv list that shows when
everything was created

b. He said that the laptop was “returned to original”

c. Lesley said (while laughing) that because a lot of people are going
to be asking for the laptop

d. Josh Wilson stated that (while laughing) so whoever they are they

" are going to have to buy a laptop to put the hard drive in so they
can read it. :

e. Lesley stated that this team trying to determine if anything was
added to the computer by a third party which are allegations being
made by people who are not the defendant in this case is not a
priority. We have no reason {o believe there is anything fabricated
nefariously on the computer and or hard drive. There are-emails
and other items that corroborate the items on the laptop and hard
drive. '

Ended around 1258




