


EXECUTIVE SUMMARY 
Recently declassified records revealed chac China breached mulciple scace vocer registracion syscems 
prior co the 2020 eleccion. Unformnately, chis is noc a new phenomenon. Unclassified reporcs from 
che lase decade reveal chac Scate\\ide Yater Regiscracion Databases (VRDB) are amactive targecs for 
foreign adversaries.1 Hackers have anempted co breach voter registracion systems in all 50 scares, 
\vith confirmed successes in ac least 20 scares. However, expercs have routinely minimized the 
significance of successful vocer regiscracion breaches and the exposure of sensitive personal daca used 
for vocer verification. This failure to identify and accurately describe che potential chreats makes U.S. 
elections less secure. 
Stace and local election officials must prionnze enhanced defenses to procecc voter registracion 
dacabases, and co limic che ,nys that compromised daca can be exploiced. Step& should be taken co 
prevent bad accors from using scolen data co successfull , obcain absentee ballocs, alter vocer 
regiscration information, or add and delete registrants. Implementing and maintaining safeguards is 
essential to protecting the electoral process and sustaining public confidence in elections. 
It is imperacive co be realistic about che chreacs posed by foreign adversaries to our cricical syscems, 
including eleccion infrastrucmre. Accuracel • assessing and communicating the pocential for 
serious consequences is fundamental co effective preparedness and risk managemenc. \.Vhile candid 
acknowledgment of these threats ma ' cause concern, it enables critical infrastructure o\\·ners to 
make informed decisions about security measures and mitigation scracegies, chereby reducing 
vulnerability to ,,·orsc case scenarios. Ignoring or minimizing risks undermines the abilicy co 
implement robust concrols and leaves critical systems exposed. Trausparem recognition of the chreac 
landscape is essencial for de,,eloping resilienc defenses and ensuring the integricy and securicy of our 
eleccion s ·seems. 
This produce provides an unclassified O\·ervie,v of che threacs co stace\\ide voter registration databases 
from boch foreign and domescic ace ors. le relies on reporcing from the imelligence communicy, la, • 
enforcemenc, and scace election officials. Th.is report is imended to inform state and local election 
officials of the associated chreats and the need to implement recommended mitigating controls. 
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HISTORY OF VOTER 
REGISTRATION SYSTEM BREACHES 
Belo,\· are examples of unclassified reports of breaches of Yoter 
registration databases in the last ten years. 

• Russian government cyber actors attempted to identify and exploit SQL database 
vulnerabilities in webservers and databases. The FBI reported that they lacked insight into the 
extent to which the attempts were successful. However, in at least t\'VO separate instances, 
Russian actors accessed voter registration files from a US county website. 2 (June 2016) 

• The District Attorney in Riverside County, California revealed that a bad actor used the state's 
voter registration website to change the party affiliation of a large number of registered 
voters. The individual made the changes by leveraging access to voters' personal information 
(name, date of birth, driver's license, or Social Security number) to make the change v,ithout 
the voters' knowledge or consent.3 (July 2016) 

• Russian actors hacked the website of a state board of elections and stole information related 
to approximately 500,000 voters, including names, addresses, partial social security numbers, 
dates of birth, and driver's license numbers.4 (July 2016) 

• Russian actors hacked into the computers of a U.S. vendor that supplied sofn,vare used to verify 
voter registration information.5 (August 2016) 

• DHS and FBI confirmed that Russian actors conducted election system reconnaissance to 
identify vulnerable databases, usernames, and passwords in webpages of state and local 
governments and probed voter registration database in all SO states. They could not confirm 
how many of the probes resulted in successful breaches. 6 In January 201 7, \ 'H officials 
reported that the federal assessment ,vas that networks in at least seven states were 
compromised.7 (2016 

• Arizona experienced a breach and the Illinois State Board of Elections announced that attackers 
gained access to voter registration data, including names, addresses, birth dates, and partial 
Social Security numbers. 8 ( 2 0 16) 

• Kennesaw State Unh·ersity, which ,,vas responsible for supporting Georgia's voter 
registration database, was found to expose nearly 7 million voter records including driver's 
license and Social Security numbers of registered voters. The data may have been exposed 
for as long as seven months. 9 (March 2 0 1 7) 
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• Chinese state-sponsored cyber actors aggressively targeted U.S. critical infrastructure to 
steal sensitive data and personally identifiable information (PII . 10 (August 2021) 

• CISA and the FBI reported that members of the Iranian Republic Guard Corp attempted to 
exploit websites to obtain voter registration data. They confmn that the actor successfully 
obtained voter registration data in at least one state. The • could not determine if the attempt 
,vere successful in the other 11 states targeted.11 (September 2020) 

• Pro-Russian hacktivists claimed to have conducted a Distributed Denial of Service DDoS) 
attack that resulted in temporaril • restricted access to a public-facing US state election office 
\\·ebsite. 12 (2022) 

• Suspected Chinese cyber actors scanned both election-related and non-election state 
government \\·ebsites. Other suspected PRC c ·ber actors also collected publicl • available U.S. 
voter information.13 (2022) 

• �e,v Hamp hire election officials discovered that a vendor selected to replace the state's 
aging voter registration database had offshored pan of the project. The sofnvare had 
been configured to connect to servers in Russia, and a programmer had hard-coded 
the Ukrainian national anthem into the database. The issues were corrected prior to 
deployment.14 (2023 )  

State and local election officials must pnormze enhanced defenses to protect ,·oter registration 
databases and to limit the ,nys that compromised data can be exploited. Implementing and 
maintaining safeguards to prevent bad actors from using stolen data co successfully obtain absentee 
ballots, alter voter registration information, or add and delete registrants are essential for protection 
of the electoral process. 

\\'hile the potential impact of voter registration database breaches is often minimized, these 
exploitations could have serious consequences for the administration of elections. The impact of 
the breaches is not limited to "undermining confidence" or ··spreading false claims" bur the data 
itself could be used months or years after the breach to alter voter registration information or request 
absentee ballots. The real threat is what can be done with the stolen data. 
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POTENTIAL VENUES FOR EXPLOITATION 

OBTAINING ABSENTEE BALLOTS 

In nearly every election jurisdiction, the information required to apply for and receiw an absentee 
ballot is stored in the voter registration database. A breach can allow bad actors to access public 
information such as name, dare of birth, and address bur also sensitive information like driver's 
license numbers, full or partial social security numbers, and ,·oter signatures on me. That 
information could enable bad actors to request absentee ballots at scale for low-propensity voters. 
Data obtained in a breach from 2021, for example, could be used to request a ballot for an election 
in 2028 because the data does not get stale. 

ALTERING VOTER REGISTRATION INFORMATION OR DELETING REGISTRANTS 

,� A malicious actor could use data from a breach to alter voter registration records to change 
addresses and therefore their polling place or change party affiliation to impede voting in an 
election. Perpetrated at scale, this type of exploitation could disenfranchise a significant number of 
voters, and if carefully distributed, such an attack might go unnoticed even if the scope was 
significant. This type of malicious alteration of voter data could be done over rime using data 
obtained from a breach to log into official on.line state systems that enable voters to update their 
voter registration after passing identity checks using personal data like dace of birth, portions of 
social security numbers, or driver's license number. Deletion of voter registration files could cause 
disruptions in the administration of electiom if done at scale or, if executed in a distributed 
1nanner. 
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PREPAREDNESS IS THE BEST DEFENSE 

Preparedness , built on a realistic threat assessment , is the foundation of effective election securit • 
measures . \\."ith a sober acknowledgment of the threat ,  state and local election officials can rake 
steps to enhance the security of voter registration databases and absentee and mail ballots .  

BACK UP DAT ABASE FILES REGULARLY 

A comminnem to good cybersecurity and best practices is critical to protecting voter registration 
data . States should schedule frequent, routine back-ups of the voter registration database files and 
score them securely offline . States should also test the ability to revere to back-up during an 
incident .  
For jurisdictions that utilize electronic pollbooks , producing paper pollbooks as back-ups \\ill limit 
the potential for disruptions on Election Day . 

ENGAGE YOUR PLAN 

If you detect unauthorized access to your voter registration database immediately implement your 
securit ' incident response plan . It ma· ·  take time for 'Our organization 's IT professionals to isola te 
and remove threats to ·our s 'Stems and restore normal operations . In the meantime, you should 
take steps to maintain your organization ·  s essential functions according to your election resiliency 
and continuity plan . 
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PREPARE FOR POTENTIAL 
YBERSECURITY INCIDENTS 

etwork infrastrucnue and internet-facing applications, including voter registration databases , 
underpin and enable a variety of functions in the conduct of elections. These may include election 
infrastructure networks that store, host, or process voter registration information, as well as 
public-facing election websites that support functions like polling place lookup. Local election 
officials have the power to prevent most security incidents using basic security measures. Take steps 
now so that even if an incident occurs, critical election operations can continue. 
Protect and Respond: Phishing Attempts Targeting Your Email 

• Enable _ 1ultifactor Authentication on all accounts. 
Ensure each account has its own unique credentials and do not allow credential sharing. 
Apply the principle of least prhilege by separating admin accounts and user accounts. 
Ensure everyone changes their default passwords and require strong passwords for all 
accounts. 

Enable Domain-based Message Authentication Reporting and Conformance for all email 
accounts to make it easier for email senders and receivers co determine whether an email 
legitimately originated from the identified sender and pro"ides the user with instructions 
for handling the email if it is fraudulent. 
Implement flagging external emails to alert users to use due care vd1en opening. 
Train staff so they know to only use their official email accounts, which often include 
enhanced security features , for official business. 
Train staff to spot and report phishing or other suspicious emails. 

Malicious actors are improving their techniques all the time, so trauung should be 
provided at regular intervals to educate staff about the latest tactics and ho,v to respond 
to suspicious communications. Regularly review common signs of phishing so staff are 
familiar with what to look out for and hmv to report. 

Protect and Respond: Distributed Denial of Service Targeting Your Websites 

Review existing contracts and coordinate ,,ith both website senice pro,iders and internet 
senice providers before an incident occurs . 
Identify what additional Disnibured Denial of Senic-e (DDoS) mmgation and redundancy 
measures are ava.ilable. fost major serYice pro,iders have protections available, which mar be 
offered at no cost for basic services , or at additional cost for adnnced senices. 
Ensure you kno\\· who to contact in the e,·ent of an incident. 
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Share information about important election dates and locations, requesting that ample 
troubleshooting is available during key periods, and ensuring mutual awareness of any 
planned maintenance that could impact election operations. 
Ensure network traffic monitoring and analysis is enabled via a fuewall or intrusion detection 
system and that the logs are being reviewed. 
Have an alternate plan for information dissemination in case your website does go do,vn. 
_ 1ake sure to test that plan. 

Protect and Respond: Ransomware TarietiniYour Network 

Vvhile not binding on non-Federal entities, CISA's Binding Operational Directives are 
indicative of best practices and nem·ork O\n1er should consider follo ,ing them. 
Develop a patch management plan that makes reducing the significant risk of knO\nl 
exploited vulnerabilities a top priority for remediation and requires critical vulnerabilities to 
be re-mediated v,ithin 1 5  calendar da 'S of initial detection. 
Implement and enforce network segmentation. Proper net\York segmentation is an effective 
security mechanism to prevent an intruder from propagating exploits or mming laterally 
\\ithin an internal nen,·ork. This includes not transferring election results on the business 
network. 

• Implement endpoint detection and response soft\nre on endpoint de,ices to monitor for 
malicious traffic . Verify alerts are being created and response processes are follo\\·ed. 

• If not already being used, government entities should use .gov domains . 
• Implement Malicious Domain Blocking and Reporting (:\1DBR) across •our net\vork de,ices 

to prevent IT systems from connecting to harmful ,wb domains . _ 1DBR can block the vast 
majority of ransom\\·are infections just by preventing the initial outreach to a ransomware 
delivery domain . 
Develop and maintain incident response plans that specificall , detail hmY to operate mission­
critical processes in the event of a cybersecurity incident. 

• Test your incident response plans \\·ith all key pla ·ers "-ho \Yould be involwd in 
implementing the respon e. 
_ 1aintain backups that allow you to recover data at a minimum of up to 30 days prior .  

Encrypt backup files and ensure credentials for accessing the backups are not stored in 
the targeted ell\ironmenr. Rai1som,Yare actors often hunt for and collect credentials 
stored in the targeted e1nironment and use those credentials to attempt to access backup 
solutions ; they also use publicly available exploits to target unpatched backup solutions . 
Ensure backups are maintained oflli.ne, as most ransom\\·are actors attempt to fmd and 
subsequently delete or encr ·pt accessible backups to make restoration impossible unless 
the ransom is paid . 
Test the availability and integrit • of backups in a disaster recovery scenario . 
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DATA BREACHES GENER LLY 
Over the last decade , millions of Americans have had their personally identifiable information (PII) 
leaked in data breaches that are not related to voter registra tion but compromise election security , 
nonetheless. Cybercriminals have gained access to databases belonging to financial institutions, 
healthcare providers, and other government agencies, obtaining PII including Social Security munbers , 
addresses , full names , dates of birth, and driver ' s  license nwnbers . In many cases, this information 
is sold on the dark web, where it is easily accessible to malicious actors. Because much of this same 
data is used to verify voter eligibility , maintain voter rolls , and verify identity for absentee ballot 
requests , large-scale PII exposure of data held by priva te companies has implications nor only for 
privacy and fmancial fraud, but also for the integrity of U.S. elections . 
• In July 2 0 1 7 , a credit reporting firm discovered a data breach that affected a potential 1 43 

million United States citizens, almost half of the population. The breach reportedly began in May 
20 17 and was announced nearly four months later . By exploiting an unpatched vulnerability in 
web application software, cyber attackers were able to steal an unprecedented amowu of PII 
including Social Security numbers ,  dates of birth, home addresses , driver's license nwnbers ,  and 
full names. 

• On February 10 , 2 0 20, the Department of Justice (DOJ) indicted four members of China 's 
People 's liberation Army on cowus of economic espionage , ,vire fraud and computer fraud . 
In a statement follo,vi.ng the indictment, Attorney General William Barr said the hack fits "a 
disturbing and unacceptable pattern of state-sponsored computer intrusions and thefts by China 
and its citizens that have targeted personally identifiable information , trade secrets , and other 
confidential information. " 

• In April 2 0 24,  a background check firm that stored troves of records including full names , 
current and past addresses , Social Security numbers, dates of birth, and telephone numbers 
suffered a colossal data breach of 2. 9 billion records containing PII of I 7 0 million individuals . 
The information was reportedly found on the Dark \Veb being offered for $ 3 . 5 million. 

• One of the largest supplemental insurance providers in the United States suffered a data breach 
in Jtme 202 5  that affected 2 2.65 million indi,iduals . Information accessed by hackers included 
PII such as Social Security numbers ,  dares of birth, driver 's  license numbers and full names. 
Hackers gained access to the prmider's systems ,ia social engineering tactics e .g. ph.ishing, 
whaling, and impersonation. 

• A report from the Uniwrsity of Oxford found chat Russia and China ranked first and third, 
respectiwly , as nations that pose the highest threat level of cybercrime . Moreover , the PII 
available to these adversaries is not limited to that accessed through their own cyber operations 
but can be readily purchased or accessed on the dark web. 

The cases mentioned above invoh-e breaches that contained the information typically needed for voter 
registration and absentee ballot applications. The threat this exposed data poses to the integrity of U. S. 
elections is significant and ongoing, underscoring the need to recognize and mitigate the direct risk it 

,, ,,--, poses to critical election infrastructure. 
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CONCL SION 
Voter registration databases are the foundation of o u r  voting system. State and local election 
officials must prioritize system securit ' and implement safeguards to prevent the exploitation of data 
that may have alread , been exposed. Adopting modern securit ' enhancements such as smart 
nern-ork monitoring and multi-factor authentication can limit the risks of fraud and election 
disruptions . The Department of Homeland Securit ,  is charged "ith protecting the nation's critical 
infra trucrnre , including election infrastructure, and all state election officials are encouraged to 
collaborate ,ith DHS on this important mission. 

For more infonnation about election securi ty and resources to protect elections, nsl t  the Department of Homeland Securi ty 's 
Cybersecuri ty and Infrastructure Security Agency (CISA) Cybersecurity Toolkit and Resources to Protect Elections page: 
hr rp -' : mn, 150 gen / rber unt\ - tvdkit-and-rt' lUfL (l(l[l, 

CJ 

u 



REFEREN ES 
1 https:/ 'ww·w.justice.go\·/ archives 1sco 

1
fi..le I IO 0281 / dl?inline 

' https:/ 'w,n, .justice.gov/ archives I sco/fi..le/ I 08028 I/ dl?inline 

3 RIVERSIDE COUNIT: District attorney claims \"Oters' party affiliations purposel) changed without consent -Press Enterpnse !. 

http•./ .'ww,, .justice gov 
I 
arclu\·es 1sco 1fi..lel I 080281 1 dl?inline 

1 htrps./ 1\\v.,,·.justice.gov/ archives 1sco/fi.le I I 080281 / di 'inline 

0 https:/ 
1
\nn,·.intelligence.senate.go,· 

1
2020/08 

1
18 

1
publications-report-sdect-comnuttee-intelligence-unitedstates-

senate-russian active measures/ 

7 U.S. intel: Russia compromised seven states prior to 2016 election 

6 Voter Databases in Arizona and Illinois Breached, FBI Say� 

0 
GEORGIA \'OTI "G HACK FBI investigating alleged breach of Georgia elections center at Kennesaw State Univer:;ity -WSB TV 

Channel 2 -Atlanta 

� ic lttps /1media.deknse.gov12021/Jul1!9/200280S003/ i/-J/i/CSA CHINESE ST.\TE-SPO 'SORED CYBER TI"PS.PDF 

11 https·/ 1\nnv.cisa.go\ 'ne\,·s-events'cybersecurity-a ,i.sories1aa20 s04a 

i: Key Findings and Recommendations. Foreign Interference Related to the 2022 US Federal Elections ! Homeland Security 

13 https: //\nn\ .dl1S.gov 'snes/ default/files/ 202 3-12/ I b O 20Memo0ii20DOJ0i,20and0·o20DHS0o20Appro\·ed S08c.pdf 

1� Hacking Blind Spot: States Struggle to Vet Coders of Election Software -HSToday 

JO 

u 

11 
� 

( 
( 



EXECUTIVE SUMMARY 
From around 2019 to 2024, the Cybersecurity and  I nfrastructure Secur ity Agency (CISA) conducted 
a set of techn ica l and  operationa l  activ it ies to  eva l uate the  security of  certa i n  U .S .  e lection systems. 
These act iv it ies. a l l  carried out u pon the req uest of system owners a nd operators. i nc l uded d i rect 
exami nation of e lection-re lated software: penetration  test ing of state. l oca l .  tr iba l .  and  territor ia l  
(SL TT) networks; and  i ncident response operations for i ntrusions i nto electi ons systems. Th rough 
these activit ies. CISA deve loped a strong understand i ng of the vu l nerab i l it i es that. at the t ime of 
testi ng, affected select e lection-re lated software prod ucts and  network env i ron ments eva luated by 
C ISA. I n  every software product or  e lection-re lated network i n  wh ich CISA identified a vu l nera bi l ity. 
CISA notified the owner or operator of the vu l nerable product or network and  e ncouraged them to 
m itigate the vu lnerab i l ity . 

C ISA's fi nd ings h igh l ight the rea l ity that e lection-related software. l i ke a l l  com plex software .  
conta ins vu l nerabi l it ies that req u i re t ime ly  remed iation .  Wh i le past partnersh ips with e lect ion 
vendors enabled ea rly i dentification of secu rity weaknesses pr ior to p roduct re lease. structura l  
constra ints i n  the certification ecosystem s ign ificantly l i m it vendors ·  ab i l it ies to patch systems 
q u ickly. For example .  some government e lect ion systems certification regi mes req u i re that no 
patches be appl i ed for months before an e lection .  These l i m itations.  combi n ed with i nconsistent 
vu l nerab i l ity d isc losure p ractices. resu lt in e lect ion systems bei ng dep loyed with known and 
un patched security issues. 

Beyond softwa re qua l ity, CISA's assessments repeatedly show that the IT networks operated by 
SL TT e lection offices lack cybersecu rity hygiene.  Many e lection vendor th reat models assu me 
strong network segmentat ion a nd isolat ion of  e lection systems. However. i n  practice .  e lection 
i nfrastructu re is  often accessi b le from genera l  enterprise networks. c reating opportun ities for 
latera l movement by adversaries who com prom ise ema i l  systems. user workstations. o r  other 
i nformation technology ( ID assets. Weak identity management. l i m ited l ogging, and i nsuffic ient 
segmentation exacerbate the r isk that a cyber th reat actor cou ld  access or d isrupt m ission cr it ica l  
e lection IT components. 

Overa l l ,  the secu rity of U .S. e lections is shaped by the i nteract ion of three major factors: ( 1) 
software vu l nerab i l ity management constra i ned by outdated certification  regimes; (2 )  i nconsistent 
tra nsparency from e lection system vendors on vu lnerabi l it ies and  patch status; and  (3) the 
cybersecur ity immatu rity of many SL TT networks responsi ble for hosti ng election systems. 
Add ress ing these cha l lenges req u i res coord i nated action across techn ica l .  po l icy, and regu latory 
doma i ns .  Th is report prov ides deta i led ana lysis and  proposes ta rgeted recommendations to "----' 
strengthen e lection  i nfrastructu re secu rity and  enhance publ i c  trust i n  the res i l ience of the nation ·s 
e lections i nfrastructu re . 
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I ntroduct ion 
From a round  2019 to 2024, C ISA eva l uated the secu r ity postu re of  e lect ion entities th rough 
m u lt ip le ,  m utua l ly re i nfo rc i ng  techn ica l activit ies. These i nc l uded ,  u pon  the req uest of re leva nt 
entities, d i rect sou rce code and  b i na ry ana lysis of e lect ion softwa re, p rotoco l a n d  i nterface 
assessments, penetratio n  test ing and  red tea m operations aga i nst SL TT networks, and  response 
operations fo r cybersecu rity i nc idents affect ing those sa me pa rtners .  Together, these activities 
p rovided CISA with a m u lti layered view of vu l nerab i l it ies ac ross the softwa re su pp ly cha i n ,  
dep loyment env i ro nments ,  operationa l workflows, and  adversa ry ta rget ing trends. I n  every case 
that CISA identified a vu l ne ra b i l ity in a softwa re p rod uct or e lect ion-re lated network, C ISA notified 
the owner  or operator of the vu l ne rab le  prod uct or network and  encou raged them to m it igate the 
vu l nera b i l ity. 

C ISA corre lated vu l ne ra b i l ity data ; adversary tactics, tec h n iq ues, and  p roced u res (TTPs); th reat 
i nte l l igence;  configu rat ion wea knesses; loggi ng  ga ps; a nd  system ic a rch itectu ra l  issu es across 
n u merous assessments of SLTT entities. The agency's ana lysis he l ped identify secu rity regressions 
( in  wh ich mod ificat ions to softwa re resu lt in  the re-emergence of p revio usly reso lved issues) ,  
recu rr ing i neffective or ha rmfu l attem pts at so l utions ,  a n d  cond itions that enab led adversa r ies to 
exfi ltrate sensitive data , mod ify e lect ion a rtifacts , or degrade system ava i la b i l ity. 

The i ntent of th is report is to d raw from CISA's assessments i n  the 2019-2025 t imefra me  to 
p resent an  assessment of the  secu rity of U.S.  e lect ion systems-cover ing not j ust vot ing and  
registration specific softwa re com ponents, but a lso t he  b roader  enterp rise env i ron ments i n  wh ich 
they operate, to i n c l ude  th i ngs l i ke ema i l  accou nts and othe r  office IT assets. The docu ment 
conc ludes with recommendat ions designed to he l p  po l icyma kers and  tec h n ica l leaders 
mea n i ngfu l ly redu ce system ic r isk and  strengthen p u b l ic confidence.  

Elect ion Software Secu r ity 
Di rect Software Examinat ion (Static and Dynamic Ana lysis) 

From 2019 th rough 2024, C ISA partnered with I daho  Nationa l  La boratory ( I N L) on the Cr it ica l 
Prod uct Eva l uation p rogra m to conduct d i rect tech n ica l assessments of e lection  softwa re, i n  many 
cases pr io r  to  the pu b l i c  re lease of  such softwa re. These assessments occu rred on ly u pon  the 
req uest of the re l eva nt softwa re vendor  and  i nc l uded :  

• Automated a n d  m a n u a l  static sou rce code  review; 
• B i na ry fuzz i ng  of pa rsers ,  med ia hand l i ng  com ponents, a n d  data i m port modu les; 
• Cryptograp h ic i m p lementat ion ana lysis (e .g. , m isuse of PRNGs, poor key hand l i ng) ;  
• I nterface secu r ity test i ng, i nc l ud i ng a uthent icati on ,  a uthor izat ion ,  and  API bou nda ry 

va l idation ;  
• Supp ly cha i n  dependency reviews, i n c l ud i ng  th i rd-pa rty l i b ra ries, OS packages, a n d  f i rmware 

where a pp l ica b le ;  a n d  
• Dyna m ic ana lys is i n  ha rdened and  adversa ria l ru nt ime  env i ronments. 
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Whi l e  vendors genera l ly v iewed the p rogra m as va l ua b le ,  the mode l  created d is i ncentives fo r 
tra nspa rent, i n d ustry sta nda rd vu l ne rab i l ity d isc losu re .  Vendors benefited from p rivate remed iat ion '-----' 
pr ior  to market re lease, but the downstrea m ecosystem-SLTT ad m i n istrato rs , risk managers, a nd  
externa l  resea rchers-d id  not rece ive c lea r vu l ne rab i l ity h isto r ies or patch tra nspa rency. The 
p rogra m was therefo re reti red i n  2024 based on sta keho lder  feed back, and fi na l  reporti ng 
conc l uded i n  2025. 

C ISA's ana lys is of the Cr it ica l Prod uct Eva l uat ion reports confi rms that e lection softwa re, l i ke any  
com p lex system ,  conta i ns a spectru m of vu l ne rab i l it ies, i n c l ud i ng  i n put va l idat ion bugs, i nsec u re 
deseria l izat ion ,  i nsuffic ient loggi ng, race cond itions lead i ng  to u n pred icta b le  resu lts , i nsecu re 
crypto pr im itives, and  p rivi lege esca lation paths. Many vu l nerab i l it ies were remed iated q u ick ly by 
vendors before re lease. However, C ISA d id not i ndependently va l idate whether  p rod u ct ion b u i lds 
dep loyed in SLTT envi ronments i ncorporated a l l  fixes. 

Constraints on Security Updates 
SL TT e lect ion offic ia ls face d ifficu lt ies in app ly ing secu rity u pdates to e lect ion softwa re in a t ime ly 
ma n ner. Most SLTT offic ia ls have m i n ima l  IT budgets and  cybersecu r ity staff. I n  add it ion to 
resou rce constra i nts, so me e lect ion systems a re on ly dep loyed fo r l i m ited per iods of ti me  i n  the 
i m med iate per iod su rround ing  a n  e lection .  Others a re dep loyed fo r l onger  per iods but a re " l ocked 
down " to p revent a ny changes d u ri ng the months or weeks lead i ng  u p  to e lect ion day. In some 
cases, these lockdown per iods a re mandated by state law. Those state laws may a lso req u i re that 
SL  TT entit ies on ly dep loy e lection softwa re that has been certif ied by the E lect ion  Ass ista nce '----' 
Com m iss ion ( EAC), wh ich may a lso de lay the a pp l ication  of secu rity u pdates if a n  u pdate postdates 
EAC certification .  These j u risd ict iona l d ifferences p resent a fragmented certificat ion ecosystem to 
e lection  softwa re vendors. 

The fo l lowi ng techn ica l  r isks p red icta b ly a r ise from th is comp lex envi ronment: 
• Vendors often ca n not s h i p  sec u rity fixes outs ide nar row certification cyc les without 

jeopa rd iz i ng  e l igi b i l ity fo r u pcom i ng  e lections .  
• Th i rd-pa rty com ponents em bedded i n  e lect ion systems (operati ng systems [OS] , device 

d r ive rs ,  m idd lewa re, cryptogra p h ic l i b ra ries) ca nnot be patched at norma l modern softwa re 
cadence.  

• Legacy OS base l i nes and  u nsupported ru ntime com ponents accu m u late u n patched 
vu l ne rab i l it ies. 

• The a bsence of secu re a uto-u pdate mechan isms p reve nts ra p id response to ze ro-day 
th reats .  

In  p ract ice, these constra i nts p rod uce env i ronm ents where known,  documented vu l ne ra b i l it ies 
pers ist fo r months o r  yea rs on prod uct ion e lect ion systems, i ncreas ing exposu re to oppo rtu n ist ic 
a nd  ta rgeted th reats . The e lection vendors '  re l u cta nce to pub l i c ly d isc lose vu l ne rab i l it ies i n  ce rtif ied 
p roducts further  l i m its SLTT operato rs ' ab i l ity to ma ke i nfo rmed r isk dec is ions ,  perfo rm 
com pensat ing contro l ana lys is ,  o r  adjust a rch itectu ra l  segmentat io n .  '--._.,, 
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� Nationa l po l i cyma kers shou l d  enco u rage ha rmon izat ion of ru les app l ica b le  to patch management 
a nd certificat ion of e lect ion systems. Such ha rmon izat ion wou ld  a l low S LTT e lection offic ia ls greater 
flexib i l ity i n  insta l l i n g  secu r ity u pdates i n  a t imely manne r  and  wou l d  p resent a l ess fragmented 
env i ron ment fo r e lect ion system vendors .  

Elect ion Systems i n  SL TT Operati ng Envi ron ments 
SLTT Network Secu rity Postu re 

E lection softwa re is dep loyed i nto SLTT managed n etworks that freq uent ly lack the defens ive 
matu r ity assumed i n  vendo r  th reat mode ls .  Across n u merous penetrat ion tests and  red tea m 
engagements,  C ISA observed recu rr i ng  structu ra l  wea knesses i n  SLTT-managed networks: 

• F lat or  m i n i m a l ly segmented networks, a l l ow ing  latera l movement from standard enterprise 
zones (e ma i l  servers ,  l i n e-of-bus iness app l i catio ns) i nto e lect ion re lated env i ronments. 

• Wea k ident ity a n d  access m a nagement, i n c l ud i ng  poor enforcement of m u lti-factor  
a uthenticat ion ,  sha red credentia ls, a nd  i nadeq uate service acco u nt hygiene .  

• Lack of endpo i nt ha rden i ng, i nc l u d i ng outdated OS vers ions ,  i nsuffic ient event loggi ng, and  
u n mon itored a d m i n istrative i nterfaces. 

• Legacy remote access a n d  fi l e  tra nsfer pathways that rem a i n  reachab le  from segments that 
shou ld  be iso lated . 

� • I nsuffic ient m o n itori ng of n etwork traffic, p revent i ng detect ion of adversa ry activity. 1 

I n  m u lt ip le cases, C ISA assessors ga i ned fu l l  network control with i n  hou rs or days, demonstrati ng  
that ma ny SLTT pa rtn ers rem a i n  soft ta rgets i nca pab le  o f  stopp i ng  even moderate ly sk i l led 
adversa ries. 

Most states have moved away from pa per less e lectron i c  vot ing mach i nes ,  beca use these systems 
don 't prov ide a phys ica l  record o r  give voters a way to ensu re the i r  selections were recorded 
accu rate ly. The rep lacement paper-vot ing systems a lso conta i n  vu l nera b le  com ponents; in 2020,  
l mageCast X Ba l l ot Ma rk i ng  Devices pr i nted voters ' com p leted ba l lots on  paper b ut encoded the i r  
se l ect ions i n  a barcode that voters had no way to verify. A resea rche r  showed that hackers cou ld 
cha nge the votes encoded i n  the ba rcode,  w ithout even hav i ng phys ica l access to the 
mach i nes . .  2 The Office of the D i recto r of Nation a l  I nte l l igence (ODN I )  add it iona l ly com m iss ioned a 
fo rensic exa m i nat ion  of Dom in ion  Voti ng Systems d evices used i n  Pue rto R ico's 2024 e lect ion .. 3 

Wh i le  CISA d id rev iew the report, the agency d id not have access to those devices and  was u na b le 
to perform a n  exa m i nation . 

1 Cybersecu rity and I nfrastructu re Secu rity Agency (CISA). Cyber Risk Summary: Election Infrastructure (El) Subsector, October 2022-
September 2023. Publ ished February 2024. 

2 J .  Alex Ha lderman, Security Analysis of Georgia 's lmageCast X Ballot Marking Devices: Expert Report Submitted on Behalf of Plaintiffs 
Donna Curling, et al., Curling v. Raffensperger, Civil Action No. 1:1 7-CV-2989-AT, U.S. District Court for the Northern District of Georgia, 
Atlanta Division, with assistance from Drew Spr inga l l ,  J u ly 1, 2021. 

3 Domin ion Voting Systems Democracy Su ite Prel im i na ry Vul nerab i l ity Assessment, Mojave Research for the ODNI ,  September 25,  2025. 
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Segmentat ion Fa i l u res Aga inst Vendor Threat Models 

E lect ion vendor  th reat mode ls typ ica l ly assume  that there is strong network segmentation  betwee n  
e lect ion systems-such a s  voter registrat ion data bases, e lectro n ic po l l books, e lect ion ma nagement 
systems/ta b u lat ion systems, a n d  centra l sca n n i ng i nfrastructu re-from genera l  enterp rise IT 
env i ronments. However, C ISA assessments from 2019-2024 repeated ly showed : 

• E lect ion systems were reachab le  from enterpr ise hosts d u e  to sha red a uthentication 
doma ins, legacy VLAN configu rat ions,  or "tem pora ry" except ions that  become permanent; 

• I nadequate fi rewa l l  r u le  hygiene ,  w ith over-b road a l low ru les a nd i nsuffic ient egress contro ls;  
• E lect ion i nfrastructu re that is co-located on  genera l  pu rpose v i rtua l izat ion c l usters that a lso 

host p u b l i c  fac i ng  work loads; a n d  
• 0verre l i a nce on  "a i rga p"  assu m pt ions that do  not reflect actua l  con nectivity (e .g . ,  vendor  

support tu n ne ls ,  u n mon itored remote ma nagement too ls ,  o r  i n d i rect network paths) .  

These m isa l ign ments between theoret ica l and actua l  dep loyment models c reate exp lo itab le 
pathways fo r adversa r ies capa b le of mov ing from com m od ity ph is h i ng  based i n it ia l access to h igh 
va l ue  e lection  assets. 

The Im portance of Transparency 

Amer ica n c it izens have a r ight to know when the i nfrastructu re that ru ns e lections has been 
com p rom ised , and what h a ppened as pa rt of the i nc ident. By open ly acknowledgi ng  i nc idents a n d  
descr i b i ng  m it igation  steps, vendors a n d  loca l it ies ca n show that they a re p roactive ly defend i ng  
critica l i nfrastructu re rather  tha n obscur i ng  vu l nera b i l it ies .  Th is tra nspa rency encou rages 
conti n uous i m provement, d rives i nvestment i n  stronger  defenses, a n d  rei nfo rces that p rotecti ng 
e lections is a co l l ective nationa l  pr io rity. 

Clea r a n d  cons istent d isclosu re strengthens accou nta b i l ity ac ross the i nstitut ions respons ib le  fo r 
safegua rd i ng e lect ion systems. Even the percept ion of secrecy a round  cybersecu rity i nc idents can 
erode trust faster tha n  the i n c idents themselves. Com m u n icat ing ea rly, often ,  a nd honestly-wh i l e  
sti l l  p rotect ing sens itive operationa l  deta i ls-he l ps ens u re that Amer ica ns m a i nta i n  fa ith i n  t he  
i ntegr ity o f  the i r  e lections a n d  the res i l ience of  t he  systems that s u pport them . 

M it igat ion Measu res 
CISA recommends that SLTT e lect ion offic ia ls  take the fo l lowi ng  m it igat ion measu res: 

1 .  Ha rmon ize releva nt patch management and  certification  ru les fo r voti ng systems a nd 
associated IT i nfrastructu re to a l low cybersecu rity changes to be made i n  rea l-t ime ,  without 
im pact i ng  certificat ion .  

2 .  Ad here to  C ISA's Best Practices fo r Sec u ri ng  E lect ion Systems, at 
https://www.c isa .gov/ n ews-events/news/best-p ra ct ices-secu r i ng-e l ect ion-systems. 

3 .  Use h u man-readab le  paper  ba l lots . 
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4. Conduct post-e lection  manua l  aud its of pa per  ba l l ots to confi rm that vot i ng  systems fu nction 
as i ntended and  to identify erro rs pr ior to certificat ion of resu lts . 

5 .  Encou rage e lect ion softwa re p roviders to : 
a .  Assign Com mon Vu l nerab i l it ies and  Exposu re (CVE) n u m bers for vu l ne rab i l it ies i n  

the i r  softwa re; 
b. Prov ide notice to customers if e lect ions softwa re sou rce code is lea ked or  sto len ;  
c .  Report cybersecu rity i nc idents to re leva nt a uthorit ies; and  
d .  I nc l ude  a softwa re b i l l  of mater ia ls (SBOM) with a l l  p rod ucts . 

6 .  Ensu re c lea r, cons istent, and tra nspa rent docu mentat ion of a l l  secu rity i n c idents and  
remed iation p rocesses. 

Concl usion 
CISA's fi nd i ngs h igh l ight that U .S .  e lect ion systems a re s u bject to the sa me secu r ity concerns as 
most other  softwa re systems:  they a re su bject to o utdated and fragmented certificat ion regi mes, 
i nsuffic ient vu l nera b i l ity tra nspa rency, and  pers istent cybersecu r ity gaps in SL TT operati ng  
env i ron ments. These issues a re not attri buta b le to  any s i ng le ent ity but  a re the resu lt of com p lex 
i nterdependencies between vendors ,  certifiers, po l i cyma kers, a n d  resou rce constra i ned SLTT 
pa rtners .  

Strengthen i ng  e lectio n-system secu rity req u i res coord i nated act ion across the enti re ecosystem .  
SLTT e lect ion offices need susta i ned i nvestment i n  network modern ization ,  segmentat ion ,  ident ity 
managem ent, a nd m o n ito r ing ca pab i l it ies. C ISA's recommended m it igat ion measu res-i nc l ud i ng  
paper-based vot ing records ,  r igo rous post-e lection  man u a l  a ud its , SBOM adoption ,  and  imp roved 
i nc ident track i ng-prov ide a path towa rd measu ra b le ,  nea r-te rm i m provements .  
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